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Film is a notoriously difficult medium to make a socially relevant work in. The necessities of huge capital investments, large groups of collaborators, and narrative economy work together in unpredictable ways. The intent of a project is easily distorted or lost altogether when a film is closely tied to a political or socially relevant topic. Two recent films dealing with surveillance issues, Gattaca and Enemy of the State, demonstrate the range of effects a finished product can have on a social discourse. A film can be relevant and compelling, or conversely superficial and inaccurate.


Enemy of the State is an interesting film to critique in relation to surveillance practice. It is a typical Hollywood action movie: slick, shallow, and hyper-exaggerated. After viewing the film, I could not help but feel that the creative decisions made were counterproductive and even dangerous to public awareness of privacy concerns


The film makes extensive use of surveillance technology to track the protagonist, Robert Dean, after a chance encounter leaves him holding a politically damning video. Surveillance technologies as varied as satellite reconnaissance, closed-circuit television, and network tracing/wiretapping are used in this film. Unfortunately, little attention is given to creating an accurate portrayal. The technologies are exaggerated to the point of caricature. Villainous NSA track follow Dean’s movement using satellites monitoring. The satellite footage makes for a compelling visual effect, it is rather implausible. Satellite surveillance has history of use (beginning with the US military’s Corona project in the 1960’s), but in a much different capacity. Satellites are limited in their ability to capture and track motion due to atmospheric conditions, and limited areas of vision (Garfinkel Ch 7). Satellites are useful in determining environmental and architectural change over extended periods of time; the fact they have the potential to track a moving target seems somewhat absurd. The effectiveness of closed circuit television (CCTV) is distorted in a similar fashion. CCTV surveillance has become ubiquitous over the past few decades, but the sheer bulk of information captured can become its weakness. CCTV is useful as a means of social programming and as evidence of an action, but the time required to sift through hours of footage limits its effectiveness for time critical applications (McCahill). Likewise, the speed and accuracy with which network tracing and wiretapping occur within the film seem to reflect a desire to keep the narrative moving quickly rather than describe a technological or legal reality. While innovation will undoubtedly increase the power and scope of these technologies, I feel that by augmenting the capacity of the equipment, the filmmakers may lessen the perceived threat of the “real” versions of these systems to a viewer. 


Even more distressing is the way in which the movie turns the NSA into the same sort of villainous organization one would expect to find in comic books. The NSA is recast as a fantasy. I am unnerved by the ease in which the NSA applies wiretaps with no review or warrant process, creating a position in which governmental agencies attempt to avoid judicial review by skirting the definition of a wiretap. The movie also makes strong effort to differentiate the roguish “bad guys” from a typical NSA agent, who is shown to save the American way of life daily, once again placing easily digestible stereotypes in the place of real threats. By protecting the credibility of the organization as a whole, the filmmakers make an implicit agreement that surveillance only damages personal privacy when used improperly. This contrasts greatly with Robin’s and Webster’s stance that sureveillence technologies affect privacy and reinforce a specific social order through their very existence (Robins and Webster, 113). The film also seems to disregard one of the primary effects of capture method surveillance: it is a tool for social reconfiguration as well as a direct threat. In his article “Beyond Foucault: Towards a Contemporary Theory of Surveillance,” Michael McCahill contends that the real power of capture technologies is the ability to modify behavior through its very presence. When a person thinks she is being watched (and recorded), she will alter her behavior (McCahill 50-54). Enemy of the State seems willfully ignorant of this potential, choosing instead to cast capture surveillance as an unpredictable threat. It takes the place of the monster in a more typical action movie.


I realize that I may be somewhat intransigent in my critique of the film. After all, it is intended as entertainment, not education. However, the movie takes several stabs at socio-political relevance that cause it to warrant a more critical analysis. Several times in the film, a character preaches that an increased awareness of security issues is vital to the protection of a free society. By self-consciously trying to raise awareness while simultaneously placing inaccurate caricatures of a threat in the place of real dangers, the movie soothes discomfort while making pretenses to activism.


Enemy of the State had the potential to be suspenseful and exhilarating without resorting to caricature. The reality of powerful technologies in the hands of governmental agencies is a frightening one, but the filmmakers repeatedly sacrifice real tension to fit within a generic form. The movie has a strong premise, but its potential is squandered through its irresponsibility.


Gattaca engages surveillance practice far more effectively, despite a less direct connection to the subject.  It’s extrapolation of current trends creates plausible future where genetic information is used to track identity and determine individual agency.  This film uses a necessary exaggeration to underscore contested issues of identity-management and medical/genetic privacy. It works far more effectively than the hyperbolic plot devices from Enemy of the State. 


Gattaca is based upon the premise that genetic information will come under direct control by people and become a primary means of correlating a physical body to an extensive profile. All profiles are contained in a centralized database from which controlling powers can draw practically any information. This seems to be a logical step when one considers trends in medical confidentiality. “Confidential” Medical records are currently collected and organized by a company known as the Medical Information Bureau for insurance purposes (Garfinkel, Ch 6). It seems only logical that this database structure will grow to include genetic information when it becomes readily available. A variety of techniques are used for collecting information. Some of the techniques used for extracting genetic information from a physical body (tissue samples) are already being used forensically, widespread application would be possible. This conceivable (and likely) application of technology is chilling.


    Gattaca underscores current institutional trends with a similarly dystopian accuracy. Today, ever-increasing amounts of data are categorized, quantified, and associated with a physical body in order to classify and predict behavior. In the film these categories (most generally, the genetically blessed vs. the second class have-nots) create a reductionist grammar of action that reinforces one of two social structures. Agre notes the importance of categorical definition in the “grammars of action can be “mistaken”… ...most especially, they can encode a systematically distorted conception of the activity (Agre, 7). In the diegesis of Gattica, you are either a have (genetically superior) or have-not (genetically inferior). The potential threat of such a systems increases in proportion to their accuracy and ability to reduce categories. An accurate physiological and psychological profile could be predicted for a person. The person would then be forced to interact in one of the two socially-defined categories.  This would effectively destroy the veil of reserve that forms an essential part of Jana Smith’s definition of privacy. “Our State (reserve) is private simply because we do not choose to reveal the full extent of what we fell, observe, think, or experience (Smith, 226).”  A person’s thoughts and characteristics would no longer be their own: self-revelation would become uncontrolled. Combined with increasingly stratified social categories, individual agency could be destroyed.  Current medical records practices seem to foreshadow similar application of genetic data. In fact, we discussed the FBI’s plans to create a national DNA database for convicted felons (class notes 3/ /01).

Gattaca’s amplification of capture-model surveillance brings a number of social issues into focus, particularly in regards to the work of Smith and Goffman. At first glance, genetic control would seem to remove possibility of performed identity by making an individual’s traits and characteristics publicly available. Jerome, the protagonist, responds by going to extraordinary lengths to maintain an amount of reserve. To borrow Goffman’s metaphor, Jerome requires an adequate back stage environment in order to perform his exhaustive public charade. Gattaca places this struggle in a world that has progressed past the point of no-return.  The movie may be seen as a call to action to protect a private sphere while such a possibility still exists. It is a bleak future, but a foreseeable one.


I admire Gattaca’s careful extension of current capture and categorization of privacy practice dramatizing the potential ramifications of such systems, attention is focused on the negotiation between the public and private that is already underway. I feel that greater historical background would tie the film to the current state of surveillance practice with clear intent. Conversely it might undermine the film’s appeal. In general, Gattaca is a conscientious film that raises awareness without coming off as didactic or trite, which is not easy to do.

The balancing act of creating a film is difficult, particularly when the film makes an attempt at raising awareness or adding to the social discourse. These films travel similar paths with strikingly different results. Gattaca becomes a haunting call-to-arms, while Enemy of the State seems to fail at every chance. I hope that the benefits of one to inspire and dramatize contemporary will offset the potential damage caused by the other’s irresponsibility.

