Privacy, Surveillance, and Trust

RTF 331P / TLC 331, Spring 2002

Assignment #3

Due Thursday, April 11, at the start of class.

Consider the readings by Levy, Phillips, Berkert, and Hughes (A Cypherpunk’s Manifesto).  All of these are in some way about the development of privacy enhancing technologies (PETs), and especially about the use of cryptography in those technologies.

In what ways can cryptography be used to enhance privacy?  Remember the various ways we’ve been thinking about privacy, and discuss which sorts of privacy interests are best protected by cryptographic techniques.  Consider also the economic, legal, political, and cultural contexts of the development of those techniques.  Which techniques are more likely to be developed, which are more likely to stall, and why?  What sort of personal, political or other interventions can you imagine that would promote the development of the type of system that you think would be most beneficial?

Your paper should be at least 4 pages long and no more than 6.  (I will stop reading at the bottom of the sixth page.)  Use a 12 point font with 1” margins.  Double-space.  

There will be an automatic 5% penalty for papers turned in after the start of class.

